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DAY 0

On Saturday evening, | arrived at 6:00 PM and travelled by bus to the city. | then walked to the
hotel, which was approximately 20 minutes away. | spent some time refreshing there.

At 7:30 PM, | ventured into the city. | visited a small shop and explored the surrounding area. |
returned to the hotel around 8:30 PM and arrived at 9:00 PM.

Richard arrived at 10:30 PM after catching a taxi from the airport directly to the hotel.

This church (Kirke in Norwegian) overlooked the lower part of the
city where we were staying. 2 PUBLIC / CYHOEDDUS

DAY 1

We had a very relaxed day because no campuses were open. We visited various sites around the
city and the greater Stavanger area.

We eventually travelled 20 miles to Sverd i Fjell, Iron Age Farm, Stavanger Botanical Gardens, and
Ullanhaugtarnet (meaning tower). I've taken pictures to share and can prepare these upon request).

We also scoped out the campus in preparation for Monday (Day 1). The campus is inside a larger
building used by business schools and other organizations. Unfortunately, we couldn’t visit the inside
of the building because it was closed. However, we did meet one of the Noroff team members who
handles administrative work. They introduced us to the local area and gave us advice for the coming
worksheet.
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These three copper Swords are called Sverd i Fjell which
commemorates the battle of Hafrsfjord in 872

DAY 2
A busier day began with an early visit to Stavanger town to grab breakfast at a local bakery.

Afterward, we headed to the Noroff Stavanger Campus. We first had a quick catch-up with the staff
in the office. Then, we moved to the room where we presented to the students and introduced our
course, which would attract current Noroff students in their third year.

During the presentation, we answered questions and highlighted Wales (Newport, Treforest, and
Cardiff) as excellent locations to study Cybersecurity. All 15-20 students in the audience expressed
their interest in studying in Wales after our talk, which was delivered at various USW campuses
teaching Cybersecurity.

4 This picture is from the balcony within the Noroff institution building. Jus
Zeeshan, and Richard were working on developing our C haress, and the

After a delightful lunch with the Noroff teaching team, we returned to the office, where Zeeshan,
Richard, and | worked on my PhD research, particularly on my methodology, which we aim to publish
at the upcoming emerging tech conference in Newport.

Given the sensitive nature of my work, | exercise caution when saving it and determining its
accessibility. | tend to keep my PhD work locally on my laptop, as it could be considered malicious,
sensitive, or potentially have commercial value. This logical barrier prevented me from uploading my
work to any external platforms during my trip to Norway.

However, | was fortunate enough to collaborate with Zeeshan and Richard directly, which allowed
us to discuss and work on the theoretical concept of a benchmarking harness written in the C
language. This harness will enable the deep recording of microarchitectural statistics. The
information collected can be seen in the code block below:
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uintéd_t measure_time(int (=func){int, int), int secret, int input) {

uint6d_t start mach_absolute time(): 1

func{secret, input);
uint6d_t end = mach_ 1lute_time();

eturn end start;

5 This is the code that runs to setup the secret and input numbers (attacker and victim)

This code demonstrates a simple function that sets a secret number (an integer named ‘secret’) and
then sets an ‘attacker’ number (also an integer named ‘input’). The secret number can be thought of
as the targeted system, while the attacker is the user or system performing the hack. The attacker
then attempts to guess the secret number 1000 times. The time taken to complete a full execution
is recorded and stored in a CSV file. It's important to note that this is a simulated example and not
the final experiment. The final experiment will include a variety of cryptographic algorithms

r (int trial @: trial = trials: ++trialld
:| & 108@:;

re_time(target_function

Blluwn™, trial, input, cycl

d to timing_res

6 This is the code which runs to begin the “attack’ which then stores the result as a csv

DAY 3

Starting the morning with some work with Zeeshan and discussing the possibility of a joint paper,
Zeeshan had some feedback to provide for my next publication which we actioned on the day. The
image below is the title and abstract of the paper.

A Lightweight Methodology for Analysis of Side-Channel
Attacks on M-series Processors

I'homas Harris (00090007:63720357) Dy Richard Ward, Dr. Mabrouka Abuhmida (@00-ma

66754

! University of South Wales, Newport, NP20 2BP, United Kingdom

Abstract. Sule-channel attacks (SCAs) have come into the spotlight since the
discovery of Spectre and Meltdown vulnerabilities. Currently, there are frame-
works and methodologics for SCA analysis that effectively support experiments
on Intel-based architecture, along with tools and techniques that can be used to
collect the data (be these custom/open source or proprictary). However, Apple
(M-series) processors have not been explored in nearly as much depth - partly
due to the closed-source nature of the modified instruction set in use. This paper
explores the use of a framework that can be used by researchers 1o standardise
and categorise SCAs against the M-series processors using a mix of Machine-
Leamning (ML) processing and human-defined categories, This framework has
been dubbed the CAF1 model.

Keywords: Apple, Attack, CAFI, CPU, MacOS, Mcthodology, Side-Channel

The paper presents a methodology for conducting side channel attack (SCA) experiments on M-
series processors, which are the CPUs found in modern processors released after 2020. The
abstract provides a concise overview of the paper, while the full publication offers more detailed
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information. The paper is expected to be published at the 8th International Conference on Emerging
Technologies in Computing (iCETIC ‘25), which will be held at the University of South Wales Newport
Campus.

We spent several hours working on this paper. Since our typical workday begins at 7 am and ends
at 3 pm, we ended our workday with a surprise team-building activity organized by the Noroff team.

The Noroff team took us on a collaborative hike to Preikestolen, also known as Pulpits Rock in
English. The hike took several hours but was incredibly rewarding. During the hike, we engaged in
discussions about collaboration and further visits to Noroff, including other campuses in Bergen and
Oslo.

7 This picture is from on top of Preikestolen (Pulpits Rock in English)

DAY 4

After a quick lunch in the morning at the airport | flew to Amsterdam at around 14:15 and landed at
15:45. | had a rushed connection as | had 30 minutes to get to the next terminal to catch the flight to
Bristol at 16:45.

| arrived at Bristol airport at 5pm local time (accounting for time zone changes).
SUMMARY

The travel grant awarded to me enabled travel to work with an expert in my field, along with creating
connections that would be difficult or impossible otherwise. This connection has enabled me to
enhance the quality and content of the papers | am writing, potentially developing tools and software
that can be commercialized and/or stand as a testament to the quality of cybersecurity research
within Wales.

The work |, Zeeshan, and Richard carried out would not have been feasible in a secure sense due
to the sensitive nature of the work along with the potential malicious categorisation which the work
could be subject to if stored online. | plan to take advantage of communication between the two of
us (Zeeshan and |) and the links created within the institutions (USW and Noroff) to facilitate further
research collaborations (although within less sensitive areas) and improving the quality and content
of the education available to other students within the University of South Wales.
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